




Page 3 of 9

Application of Products or Services Description of Products or Services % of Annual Turnover

Online Exchanges and Trading Platforms

Satellites

Social Media

Utilities / Energy Producers

d. Please describe any planned changes to the nature or functionality of your core products, services, or business strategy/activities in the next 12 
months. This should include any new projects or new customer segments that you anticipate servicing. If there are no planned changes please 
put “none”.

3. Acquisitions

Have you made any acquisitions in the past 18 months?   Yes        No

a. If Yes, please provide a description.

4. Financial Results

Over the past 4 years, how many years did you post a positive net income   0	   1	   2	   3	   4

V. Contract and Risk Management

1. Please detail your five largest contracts in the past three years.

Client Name Nature of Work 
Description

Total 
Contract 
Value

Start 
date 
(MM/DD)

End 
date 
(MM/DD)

Development 
Work Period  
(if applicable)

Deployment 
Work Period  
(if applicable)

Maintenance 
Work Period 
(if applicable)

$                 months                 months                  months

$                 months                 months                  months

$                 months                 months                  months

$                 months                 months                  months

$                 months                 months                  months

2. Typical size of active contract $

3. Typical length of active contract                  months

4. Percentage of fixed price contracts  Less than 50%  More than 50%

5. What percentage of the time do you use your standard contract template  Less than 50%  Less than 80%  More than 80%

6. Does qualified legal counsel review all critical contracts, such as critical vendor contracts, boilerplate standard customer 
contracts, and any substantially customised or deviated contracts for larger customers?

  Yes        No

7. What percentage of contracts do you cap your liability?

         Below contract value                 % At contract value % More than contract value %

8. What percentage of your customer contracts, purchase orders, or user agreements contain:

a. Hold harmless or indemnity agreements insuring to the benefit of the applicant? %

b. Hold harmless or indemnity agreements insuring to the benefit of the customers? %

c. Formalized change order processes requiring signoff by both parties? %

d. Conditions for customer acceptance of products/services? %
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e. Acceptance of consequential damages? %

f. Provisions for liquidated damages? %

g. Provisions for the ownership of intellectual property? %

h. A dispute resolution/arbitration process? %

i. Limitation of liability provisions that extend to actual or alleged breach of sensitive records? %

j. Provisions to address the obligations to notify affected persons or organisations following an actual Data Breach? %

9. In what percentage of the time do you use a standard global contract template which is amended for applicable 
local laws and provisions in each country?

%

10. Have you taken on any contracts for projects that the customer previously terminated with another party?   Yes        No

If Yes, please provide a description:

VI. Subcontractors

1. What percentage of your annual turnover will be subcontracted to others? %

2. Please describe the work that you subcontract to others:

3.	 Do you require subcontractors to carry professional indemnity insurance?   Yes        No

4. Do you require subcontractors to carry public and product liability?   Yes        No

5. Do you maintain full subrogation rights against your subcontractors?   Yes        No

VII. Consequential Loss

1. Please select the likely result of a failure of your products or services or delay in their implementation. Choose all that apply

  Loss of life or injury   Immediate and large financial loss   Damage or destruction of property

  Significant cumulative financial loss   Insignificant loss

Please provide detail for any selected items above:

VIII. 	Quality Controls

1. Do you have a formal procedure for documenting problems, downtime, and responding to customer complaints and 
feedback?

  Yes        No

2. Do you have a written and formalised quality control programme?   Yes        No

3. What industry standards do you work with in the delivery of your products and services? Please list below.

4. For custom software development and systems integration projects:

a. Do you have systems development methodology in writing?   Yes        No

b. Are there change control provisions to deal with changes and scope creep made and signed by both parties in writing?   Yes        No

c. Is there a formal customer acceptance process upon delivery of your products and services?   Yes        No
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 5. If you manufacture or have a third party manufacture on your behalf, do you, or a third party manufacturing on your 
behalf, have quality control procedures such as:
• Formalised, written quality control plans
• Production design sign off Acceptance and sign off procedures for statements of work or contracts
• Prototype development protocols
• Batch testing

  Yes        No

Data Privacy

1. How many  Sensitive Records of unique individuals or organisations are stored or transmitted on your computer 
system?

2. Which of the following types of Sensitive Records do you store, process, transmit or otherwise have responsibility for securing?

a. Personally Identifiable Information (PII) Records   Yes        No

b. Credit card numbers, dedit card numbers or other financial account numbers   Yes        No

c. Healthcare or medical records   Yes        No

3. Is any payment card information processed in the course of your business?   Yes        No

If Yes, please indicate the level of PCI DSS compliance   1	   2	   3	   4	   Not Compliant

Intellectual Property and Media

1. Do your intellectual property protection or compliance procedures include the following:

a. Formal procedure to safeguard against infringing the intellectual property rights of others   Yes        No

b. Searches conducted for all trademark, copyright and patent applications   Yes        No

c. Release or consent sought from third party right owners where content is not your own   Yes        No

d. Legal counsel is consulted prior to release of all new products   Yes        No

e. Legal counsel review all content prior to publication   Yes        No

2. What percentage of your turnover is derived from your own products or your own software that are:

a. less than three years old %

b. three to five years old %

c. over five years old %

3. Do all new employees and “work for hire” contractors acknowledge that use of a previous employer’s or client’s 
intellectual property, know-how, and trade secrets is strictly prohibited?

  Yes        No

4. Have your privacy policy, terms of use, terms of service and other customer policies been reviewed by legal counsel?   Yes        No

Data and Information Security

1. Which of the following have you (or your provider, if outsourced) implemented to help protect information and systems from a Data Breach
or a Cyber Incident?

Governance Protections Business Continuity

  Dedicated staff member governing data   Firewalls & Antivirus   Business continuity plan

  Dedicated staff member governing IT   Vulnerability scans   Disaster recovery program 

  Formal privacy policy approval by legal counsel   Advanced Endpoint Protection Data Backups: 
  Daily     Weekly     Less than weekly   

  Ongoing staff training on cyber-related matters   Intrusion Detection Systems Critical System Backups  
  Daily     Weekly     Less than weekly  

  Maintain compliance with all applicable privacy 
regulations, including GDPR

  Encryption of data in transmission   Backups stored in an offline 
environment and not connected to the 
rest of your network(s)

  Regularly tested cyber incident response plan   Encryption of data in at rest and in 
backups

  Duplication/redundancy of critical 
systems in an offline environment

  Security vulnerability   Multi-factor authentication
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Privacy Statement

In this Statement “We”, “Our” and “Us” means Chubb Insurance Australia Limited (Chubb).

“You” and “Your” refers to Our customers and prospective customers as well as those who use Our Website.

This Statement is a summary of Our Privacy Policy and provides an overview of how We collect, disclose and handle Your Personal Information. Our 
Privacy Policy may change from time to time and where this occurs, the updated Privacy Policy will be posted to Our website.

Why We collect Your Personal Information
The primary purpose for Our collection and use of Your Personal Information is to enable Us to provide insurance services to You. Sometimes,  
We may use Your Personal Information for Our marketing campaigns, in relation to new products, services or information that may be of interest 
to You. If You wish to opt out of Our marketing campaigns You can contact Our customer relations team on 1800 815 675 or email  
CustomerService.AUNZ@chubb.com.

How We obtain Your Personal Information
We collect Your Personal Information (which may include sensitive information) at various points including but not limited to when You are applying 
for, changing or renewing an insurance policy with Us or when We are processing a claim. Personal Information is usually obtained directly from You 
but sometimes via a third party such an insurance intermediary or Your employer (e.g. in the case of a group insurance policy). Please refer to Our 
Privacy Policy for further details.

When information is provided to Us via a third party We use that information on the basis that You have consented or would reasonably expect Us to 
collect Your Personal Information in this way. We take reasonable steps to ensure that You have been made aware of how We handle Your Personal 
Information.

When do We disclose Your Personal Information?
We may disclose the information We collect to third parties, including service providers engaged by Us to carry out certain business activities on 
Our behalf (such as claims assessors and call centres in Australia). In some circumstances, in order to provide Our services to You, We may need 
to transfer Your Personal Information to other entities within the Chubb group of companies such as the regional head offices of Chubb located in 
Singapore, UK or USA (Chubb Group of Companies), or third parties with whom We (or the Chubb Group of Companies) have sub-contracted to 
provide a specific service for Us, which may be located outside of Australia (such as in the Philippines or USA). These entities and their locations may 
change from time to time. Please contact us, if you would like a full list of the countries in which these third parties are located.

Where access to Our products has been facilitated through a third party (for example: insurance broker, online marketing agency etc) We may also 
share Your information with that third party.

In the circumstances where We disclose Personal Information to the Chubb Group of Companies, third parties or third parties outside Australia We 
take steps to protect Personal Information against unauthorised disclosure, misuse or loss.

Your Consent
In dealing with Us, You agree to Us using and disclosing Your Personal Information as set out in this Privacy Statement and Our Privacy Policy. This 
consent remains valid unless You tell Us otherwise. If You wish to withdraw Your consent, including for things such as receiving information on 
products and offers by Us or persons We have an association with, please contact Our Privacy Officer.

Access to and correction of Your Personal Information
If you’d like a copy of your Personal Information or wish to correct or update it, want to withdraw Your consent to receiving offers of

products of services from Us or persons We have an association with, or You would like a copy of Our Privacy Policy, please contact Our customer 
relations team on 1800 815 675 or email CustomerService.AUNZ@chubb.com.

To request access to, update or correct your personal information held by Chubb, please complete Our Personal Information Request Form online or 
download it from www2.chubb.com/au-en/footer/privacy.aspx and return to:

Email	 : CustomerService.AUNZ@chubb.com 
Fax	 : + 612 9335 3467 
Address	 : GPO Box 4907 Sydney NSW 2001

How to Make a Complaint
If you have a complaint or would like more information about how We manage Your Personal Information, please review Oue Privacy Policy for 
more details, or contact:

Privacy Officer 
Chubb Insurance Australia Limited 
GPO Box 4907 Sydney NSW 2001 
+61 2 9335 3200 
Privacy.AU@chubb.com
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