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Chubb Social engineering Fraud Supplemental Crime Questionnaire:

BUSINESS OPERATIONS:
	1. 
	Does the Applicant provide any financing in the course of its business, including but not limited to leases or loans to customers?
	|_| Yes   |_| No



If ‘Yes”, please describe in detail by attachment to the questionnaire.

CUSTOMER AND CLIENT CONTROLS:
	1. 
	Does the Applicant have a procedure in place to verify new customers or clients prior to any financial transaction with them?
	|_| Yes   |_| No



If ‘Yes’, check all that apply:
	
	a. 
	D&B Report or other credit worthiness check?
	|_| Yes   |_| No

	b. 
	Bank account verification (name, address, contact info matching customer file)?
	|_| Yes   |_| No

	c. 
	Confirmation of physical address?
	|_| Yes   |_| No

	d. 
	Other (please describe): _____
	

	2. 
	Does the Applicant accept funds transfer instructions from clients over the telephone, email, text message or similar method of communication?
	|_| Yes   |_| No

	3. 
	Does the Applicant have custody or control over any funds or accounts of any of its clients, including but not limited to escrow or trust accounts?
	|_| Yes   |_| No

	
	If “Yes”, please describe (attach additional pages if necessary): _____
	

	4. 
	Do the Applicant’s employees have access to client’s accounting, payroll, purchasing systems, or perform bill payment services?
	|_| Yes   |_| No

	
	If “Yes”, please describe (attach additional pages if necessary): _____
	



VENDOR AND SUPPLIER CONTROLS
Explain any “NO” answers, except indicated otherwise, at the end of the questionnaire.

	1. 
	Does the Applicant verify all vendor/supplier bank accounts by a direct call to the receiving bank, prior to being established in the accounts payable system?	
	|_| Yes   |_| No

	2. 
	Does the Applicant confirm the following to vendor/supplier details by a direct call using only the contact number previously provided by the vendor/supplier before the request was received?
	

	
	a. Account Number 
	|_| Yes   |_| No

	
	b. Routing Numbers
	|_| Yes   |_| No

	
	c. Telephone Numbers
	|_| Yes   |_| No

	
	d. Contact Name 
	|_| Yes   |_| No

	3.
	Does the Applicant send all confirmations of changes requested by the vendor/supplier to a person independent of the requestor of the change, with any changes being implemented only after the vendor/supplier has the opportunity to challenge them?
	|_| Yes   |_| No



VOICE AND ELECTRONIC INITATIED TRANSFER CONTROLS:

1)	Explain who (position & approximate number of people) in the organization has the authority to initiate a wire transfer:
            _____

2)	Explain how wire transfer authority is delegated (verbally? in writing?  Please discuss): _____
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